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Advantech Information Security Policy
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Guidelines
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Establish a dedicated information security organization and appropriate

management procedures to ensure the confidentiality, integrity, and

availability of company information assets, and protect the privacy of user and

customer data, improve security measures, and improve system availability.
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Have appropriate IT backup mechanisms and cloud backup solutions, plus

regular disaster drills to contain the damages that caused company's business

interruption and loss within the expected target range.
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Obtained third-party information security certification and regular external

inspections for important systems and operations, especially production and

assembly plants, as well as important e-commerce platform websites, etc.
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Establish a task force on information security to strengthen information security
and compliance with information security regulations, such as European GDPR ..

100%

External certification

The production plant passed the ISO 27001 standard for international
information security certification; all transaction sites use encrypted 100%
transmission security protocols (https)

High availability

Provide high-availability ERP, CRM, PLM, MES, e-mail information
platform to reduce possible loss of operation interruption

99.5%
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Organization
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Site IT & MTD Legal / QS

Information Security Governance

Team Information Security Governance Team
- Responsible for building a "comprehensive security

GM & CIO Eric Chen mechanism” and continuous improvement

. rganizer
- Identify secunity risks and plan security strategies and policies, including management, technology, and cal
Organizer IS s SUS) ser siepss gnes dngrars o s
c ¢ lity/ QS NJ - |mpmﬁv; e safety conoept of relevant persannel and assistin education and Sining on avGreness of mfomaton
setu ist inlernal and external audi
orporate Quality / Q - ‘Assist in the coordinglion and commanication of complaints from extermal security incidents. Response and disposal
ofinformation securiy incidents 2nd problems

Compliance Group

Information Security
Group

HQIT

. Information Security Group
—  Establish strategies and guidelines for providing IT security related to all development environments and continuous improvement
—  Responsible for the development of T related security process development. Development environment refated IT vendor security management. Ensure effective
development environment related IT security protection implementation
. Factory Security Group
- Establish and provide strategies and guidelines for all physical and environmental safety and continuous improvement
- Responsible for the establishment of factory-side operational safety procedures. Ensuring effective physical and environmental security protection implementation
. Product Security Group
- Establish and provide equipment / software security development strategies and guidelines, and continuous improvement
- Implementation of security development plans and processes, including: implementation of security policies and indicators, analysis of new types of risks and threats,
analysis and testing of architectural security
. Supplier Security Group
—  Product supplier security management
. Compliance Group
—  Assistand ensure that IT and product security meet legal security and privacy requirements
—  Assistin legal compliance matters and develop legal guidelines, including security and privacy, and continuous improvement

Supplier Security Group
SQA

Product Security Group

Factory Security Group

PD Legal / QS

Factory IT
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Operation mode
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The company establishes, implements, maintains and continuously improves the

information security management system in accordance with the requirements
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of the ISO / IEC 27001: 2013 standard. All employees of the company will
effectively implement and continuously improve to ensure its effectiveness. The
processes involved in the Information Security Management System (ISMS) are

based on the following PDCA model. See details below
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. Plan 8 10 Bon-site audit
Action T REAH
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Risk Identification

[ACTION] [DO]

Continual Implement security
improvement program
Risk Assessment

Check [CHECK] Do
- BEIEEEl , - EkER|
- BRRIEHEE Monitor, measure RGPS
. mAvED and review . EEEE
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* Vulnerability scan by external o . ) 5 .
professional service CPA Firm information security on-site audit
* 1S0-27001 yearly review
Plan 2
T Risk analysis Risk Management
Action [PLAN] - Est‘elablish'mgthesecurity
- Riskcgntinuousimpr(wement Plan securit ~ Eot'%’lr. hing the inf i . - .
- Eoaniehgesoandpirs . AN | Risk identification

- Review of Security Policy

[ACTION] [DO] :
. . Risk Assessment
Continual Implement security
improvement program
Check [CHECK] Do Risk Control
- Risk control - Risk identification
- Information security incident Monitor, measure - Security training
management d q - Assets management

- Confirmation of compliance and review - Access control and cryptography
- Internal and external audit - Physical and environmental security
- Management review - Operation and communication security

5. BERFEEMTF

Major changes & enhancements
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Major security incidents and handling
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https://www.advantech.tw/csr/company_commitment/quality_assurance

https://advcloudfiles.advantech.com/csr/Quality-Assurance/ 55/& Bl & sl 20 2 S-SR e pa s 2 HI| 20.pdf
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» Announce AQIRT@advantech.com on Advantech's official website as a mailbox for reporting on security
incidents

https://www.advantech.com/csr/company commitment/quality assurance

https://advcloudfiles.advantech.com/csr/Quality-Assurance/ 51 'E B1E s Zr £ E(FEEEf R BRI 20.pdf
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Information security procedures and policies
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References: Information Security Policy Management
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Information Security Certification
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Certification scope Linkou and Donghu Plant Kunshan Plant

B A ISO 27001 ISO 27001
Certification content

IS0 2019/07 2018/04
Certification date
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Taiwan

Cerificate TW19/00241

The management system of

Advantech Co., Ltd.

No. 27-3, Wende Road, Guishan District,
Taoyuan City 333, Taiwan (R.0.C.)

has been assessed and certified as meeting the requirements of

ISO/IEC 27001:2013

For the following actvities
The scope of registration appears on page 2 of this certificate.

This certificate is valid from 22 July 2019 until 22 July 2022

and remains valid subject to satisfactory surveillance audits.
Recertification audit due a minimum of 60 days before the expiration date.
Issue 1. Certified since 22 July 2019

This is a multi-site certification.
Additional site details are listed on the subsequent page.

Authorsed by

SGS United Kingdomn Ltd

Rossmore Business Park Ellesmere Port Cheshire CHB5 3EN UK
t+44 (0)151 3506666 f+44 (0)151 350-6800 www sgscom

HC SGS 27001 2013 0818 M2

Page10f2
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Certificate TW19/00241, continued

Advantech Co., Ltd.

ISO/IEC 27001:2013

Issue 1

Detziled scope

The information security management system that covers the
following product manufacturing processes at Linkou and Donghu
plants supported by Manufacturing Technology Department which is
in accordance with the Statement of Applicability, version A0.

B Embedded PC Series Product.

B Industrial Panel PC Series Product

B Industrial PC Series Product

B Wire/Wireless Communication Product

W Medical Computing Platform Product

W Industrial Automation Series Product

Addsional faciities

B1 and 4F~7F, No. 1, Lane 169, Kangning Street, Xizhi District,
New Taipei City 221, Taiwan (R.0.C.)
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